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Abstract—Physical layer authentication (PLA) has recently
been discussed in the context of URLLC due to its low complexity
and low overhead. Nevertheless, these schemes also introduce
additional sources of error through missed detections and false
alarms. The trade-offs of these characteristics are strongly
dependent on the deployment scenario as well as the processing
architecture. Thus, considering a feature-based PLA scheme
utilizing channel-state information at multiple distributed radio-
heads, we study these trade-offs analytically. We model and ana-
lyze different scenarios of centralized and decentralized decision-
making and decoding, as well as the impacts of a single-antenna
attacker launching a Sybil attack. Based on stochastic network
calculus, we provide worst-case performance bounds on the
system-level delay for the considered distributed scenarios under
a Sybil attack. Results show that the arrival-rate capacity for a
given latency deadline is increased for the distributed scenarios.
For a clustered sensor deployment, we find that the distributed
approach provides 23% higher capacity when compared to the
centralized scenario.

I. INTRODUCTION

Security in emerging ultra-reliable low-latency communi-
cations (URLLC), as envisioned for application in indus-
trial automation or vehicle-to-vehicle communications, is very
challenging since the room for security overhead (e.g., addi-
tional signaling for key agreement, encryption, or authenti-
cation) often is limited. A promising solution for combating
impersonation-based attacks in such systems is to use feature-
based physical layer authentication (PLA). These schemes, as
opposed to crypto- and tag-based authentication protocols, are
based on transmitter- or location-specific features at the PHY
layer (e.g., frequency or impulse responses [1, 2], or multiple-
antenna channels [3]), and do not require the extensive over-
head that can be detrimental in low-latency applications.

Multiple-antenna transceivers along with distributed antenna
architectures, as a way of exploiting the spatial diversity of
the wireless channel, are considered potential enablers for
the strict reliability requirements of URLLC [4, 5]. Inter-
estingly, the diversity leveraged by distributed antenna ar-
chitectures can also be exploited for enhanced feature-based
PLA; with feature observations from multiple reception points
the probability of an attacker successfully impersonating the
legitimate feature is significantly reduced. However, for PLA
in a distributed antenna setting, the question remains open
whether PLA decision-making should rather be centralized
(i.e., by combining the raw features from each reception point),
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or if each distributed receiver should perform independent
decisions that are fused centrally. Moreover, while the reduced
overhead from PLA schemes is a major benefit, in general
PLA introduces the possibility of erroneous authentication
decisions (i.e., false-alarms and missed detections), which
potentially degrades performance. Altogether, these system-
level costs of using PLA in a distributed antenna system need
to be properly quantified and weighed against the detection
performance benefits.

PLA has previously been proposed for security in
URLLC [6, 7], vehicle-to-roadside communications [8], and
for industrial internet-of-things [9]. Many of these previous
works acknowledge that latency is critical in the considered
systems; however, none of them particularly quantify the PLA-
induced delay impacts. To address this open issue, in our
previous work [10, 11] we have derived delay performance
bounds for feature-based PLA for single- and multiple-antenna
receivers. Moreover, for a distributed antenna architecture, we
have provided security bounds (i.e., worst-case bounds on
missed detection probability) in [12] and preliminary work
on delay analysis in [13]. However, these works are lacking
the delay performance analysis under different distributed
decision-making scenarios (i.e., centralized vs. decentralized
decision-making). Moreover, our previous works do not con-
sider the delay impacts of active attack strategies against the
distributed PLA schemes.

With these open issues in mind, this paper compares the
delay-impacts of distributed PLA with varying degrees of
distributed processing, ranging from completely centralized
to distributed processing with hard decision fusing, so as
to answer the question under which system configurations
distributed PLA is a preferable option for a time-sensitive
application. We compare the performance impacts under nor-
mal system operation as well as under a Sybil attack, i.e.,
when an attacker claims multiple forged identities to deplete
network resources. The main contributions of this paper can
be summarized as follows: (i) We provide a queueing model of
distributed PLA that includes both centralized and decentral-
ized PLA and decoding decisions. The modeled PLA scheme
is based on the single-input multiple-output (SIMO) channel-
states observed at multiple distributed radio-heads, but it
could easily encompass other PLA schemes with closed-form
receiver operating characteristics. (ii)) We derive performance
guarantees for the distributed PLA system in terms of bounds
on the probability that the stochastic queueing delay violates
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Fig. 1. Considered physical layer authentication system: Remote radio-heads
connected to a centralized processing unit, multiple single-antenna transmit
devices, and the attacker Eve.

a pre-defined deadline. The performance bounds are derived
through stochastic network calculus [14]. (iii) We provide
numerical evaluations of the derived bounds in an example
factory automation scenario where we compare different de-
ployment scenarios and choices of distributed processing. The
results show benefits of the distributed PLA scheme under both
centralized and decentralized decision-making when compared
to the single-RRH case with the same number of antennas.
The rest of this paper is organized as follows: Section II
presents the system model. Section III introduces the queueing
model and the PLA scheme. In Section IV, we provide the
main theoretical result which is the delay performance bound
based on stochastic network calculus. Section V provides
numerical evaluations and Section VI concludes the paper.

II. SYSTEM MODEL

We consider a wireless system consisting of N single-
antenna transmitters and Ngryg remote radio-heads (RRHs)
with Ny antennas each. Each transmitting device has a local
buffer of data that needs to be communicated to Bob reliably
and with integrity. Moreover, we assume that there is a single-
antenna attacker Eve that is trying to impersonate legitimate
devices to harm the system operation. An illustration of the
considered system setup can be seen in Fig. 1.

Medium Access Control: We assume a frame-based
transmission protocol based on time-division multiple-access
with frames consisting of a periodically transmitted broadcast
beacon, followed by a management period (MGMT) and a data
transmission period (DTP). In the MGMT period, devices can
request resources for transmission of data payload. Moreover,
we assume that devices can be inactive while being connected
(i.e., connected to the network but idle waiting for data to
transmit). We denote by Zprp(k) the set of devices that are
granted data resources in frame k£ and we assume that the
network expects at most one request from each device. We
assume the DTP has a fixed length of Nggume complex symbols
that are time-shared between the devices in the set Zprp(k)!.

'We note that other resource allocation schemes like FDMA can also work
in our model as long as channel realizations can be assumed independent.

An equal division of device resources is assumed, where the
number of channel-uses each device gets is denoted by?

NFrame J
Ny = | mame
* LIDTP(/CN
where || denotes the largest integer smaller than z.
; . @ — v@ @

Physical Layer: We let Yk = [Y;% Yi[Imp(k)];k]
denote the (Nrx X Nrame) Teceived complex symbols at radio-
head j in frame k. Furthermore, we let yz(jlz (n) denote the

€))

nth column of Yf]k) (i.e., the observation of the nth symbol
received from device 7). We adopt a narrowband single-input
multiple-output (SIMO) channel model according to

y 2 () = 89w 4 (n) + w9 (n), @)

for n € {1,---, Ny}, where hgj,z represent the channel-
state vector between device i and the Ny, antennas at radio-
head j, x;(n) are the transmitted data symbols scaled to
unit power, and Wl(j,z (n) ~ CN(0, Noly,,) is the additive
noise represented by a circular-symmetric complex Gaussian
(CSCG) random vector. We will assume that data symbols
x; ,(n) are encoded with a fixed rate R.

Channel Assumptions: We assume time-variant Rice fad-
ing channels that follow a complex Gaussian distribution de-
fined by hgj,z ~ C./\/'(;LEJ), EEJ)). This model is relevant in sit-
uations where there is a dominating line-of-sight or reflective
path from the transmitter to the receiver. The channel-specific
distribution parameters ,U,EJ ), ZEJ ) constitute features that will
be used for verifying the authenticity of a given transmission
based on observed channel states in the PLA scheme (to be
defined in Section III-B). The fading realizations hZ(J,Z are
assumed independent from frame to frame and between radio-
heads. Moreover, we also note that the path-loss and distance
dependent received power is included in the magnitude of

hgjlz. Finally, throughout this paper we will assume perfect

knowledge of the channel states hgj,z at each radio-head.
Sybil Attacker Model: The attacker Eve is assumed to
be transmitting from an unknown location with channels
distributed according to CN (ul(ij ), Eg )). We presuppose the
worst-case assumption that Eve knows everything about the
system implementation, i.e., medium access and PHY-layer
protocols. Eve’s MAC-layer strategy is to impact the system
performance by launching a Sybil attack, conducted by trans-
mitting multiple DTA requests with fraudulent IDs referred
to as Sybil IDs. The result is that the per-frame available
resources Ny (given by (1)) are reduced, which depletes
resources available to the other legitimate devices. Assuming
there is no cryptographic-based authentication of the requests
and data payload transmissions, or secret key information
has leaked to Eve, Bob has to rely on the PLA scheme to
distinguish the legitimate requests from the ones originating
from Eve.
2Note that Ny, in general is a random variable depending on the number of

users allocated in the frame, and that Ny can get very small if many devices
request resources at the same time.
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Fig. 2. The modeled decoding and authentication scenarios.

II1. PLA MODELS AND PROBLEM FORMULATION
Based on received samples ygjlz (n), Bob needs to decode
the transmission so that reliable réception of the device’s data
is achieved. However, due to the uncertainty to whether a
given transmission originated from the legitimate device or
from Eve, Bob additionally needs to perform PLA based on
the channel-state information. We consider three scenarios for
how decision making (i.e., PLA and message decoding) can
be distributed in the considered multiple-RRH system. The

scenarios are illustrated in Fig. 2 and defined as follows:

Scenario A: We assume completely centralized process-
ing in the sense that each RRH uses maximum-ratio combin-
ing (MRC) and forwards soft information® that is centrally
combined at Bob, yielding an effective signal-to-noise ratio
(SNR) ~(hy) = el with by = [0],, - b J7. We
assume Bob can successfully decode the transmission given
that C, > R, where in this paper, we adopt the Shannon
capacity C;, = log(1 + ~x). The centralized PLA scheme
utilizes forwarded soft information from the RRHs and is
defined in Section III-B.

Scenario B: We assume that decoding is performed lo-
cally at the RRHs, but PLA decisions are made centrally based
on forwarded soft information. For the local decoding, we
assume that RRH j independently uses y,(cJ ) (n) for MRC and
achieves the local SNR 'y,(cj) = —ﬁ—Hh](\‘][:HQ. Given that R < C,
with C](Cj) = log(1 + 'y,(cj)), the RRH can successfully decode
the transmission and forward it to Bob, who successfully
decodes the transmission if any RRH is able to decode it.

Scenario C: We again assume that decoding is performed
locally and modeled equivalently to Scenario B. However, here
the PLA scheme instead performs local hard decisions (i.e.,
binary decision to accept or reject the message) which need to
be fused into a final decision at Bob. The local PLA procedure
will also be defined in Section III-B.

Discussion on RRH Data Links: Note that the three
considered scenarios essentially correspond to varying degrees
of bandwidth on the links from the RRHs to Bob. Scenario A
demands 2Ny + 1 real-valued samples per transmission and
RRH link (i.e., with MRC of the received samples at the RRHs
and a soft value for PLA). Scenario B demands RNj bits
and one real-valued sample (i.e., the data bits and the PLA
soft decision) while Scenario C demands only RNy, + 1 bits
per transmission and link. In practice, the signaling from the

3Note that due to the assumption of independent RRH channels, the soft-
combining is in our case equivalent to Bob having y1 1(n), -+ , ¥ Ngpy,k(7)
and hy g, -+, Apngey k centrally available.

RRHs to Bob would have additional impacts on the system-
level delay performance; however, in this work we mainly
focus on the direct impacts of the distributed PLA decision
making. Therefore, we make the ideal assumption of error-
and latency-free links from the RRHs to Bob.

A. Queueing Model

With the aim of quantifying the delay performance of
the different distributed decision-making scenarios, we let
infinite-buffer queues model the flow of data from each device
to Bob. The data-link from device ¢ (the data source) to
Bob (the data sink) are modeled by the bivariate stochastic
processes A;(7,t) = Z}Z:T ar; and D;(7,t) = Z}Z:T dk.i,
that denote the cumulative arrivals to and departures from
link ¢, respectively, for all 0 < 7 < ¢. Here ay; represents
the instantaneous arrivals to the device’s buffer in frame &
measured in bits (see Fig 1). In this work, we will assume
a constant arrival-rate of o bits per device and frame. Sim-
ilarly, d; represents the instantaneous departures from the
queue (i.e., information successfully received, decoded, and
authenticated at Bob). The link’s ability to transfer data from
the local buffer to Bob is characterized by the cumulative
service process S;(7,t) = ZZ:T Sk,i,» Where sy ; represents
the instantaneous service in frame k; that is, sy, ; is the amount
of information bits that can be reliably communicated over
the wireless channels to the RRHs and successfully received,
decoded, and authenticated at Bob.

The queueing delay at time point ¢ is defined as

Wi(t) £ inf{u > 0; A;(0,) < D;(0,t+w)},  (3)
representing the frames required to serve the bits in the queue
at time ¢. This delay is randomly varying due to the stochastic
service process. A widely used measure on the queueing sys-
tem’s ability to meet delay requirements is the delay violation
probability [15], defined as p;(w) = P(W;(t) > w), i.e., the
probability that information on the link from device 7 is not
received within a defined deadline w.

For a general model that can be used for Scenario A-C, we
employ the following definition of the instantaneous service

RNy if Xp;=1
Sk = ,
"Tlo if Xpi=0
where X, ; is a stochastic indicator of successful reception at
Bob. This model (4) gives us two simple interfaces, /N and
X4, whose distributions will determine the performance of
the link. In the rest of this paper we will denote the distribution
of X ; using px =P(Xi,; =0)=1—-P(X;=1).
B. Physical Layer Authentication Scheme

“)

For ease of notation, we drop the dependence of the frame
index k in this section. PLA in this work is performed on a
message m received in a frame that potentially is originating
from Eve. We denote by ﬁ%) the SIMO channel-states asso-
ciated with the message, which are assumed to be observed
without estimation error at the RRHs. The authentication
procedure extracts the message identifier ID(m) and defines
the binary hypotheses Hg, representing that the message is



indeed from device ID(m), and Hi, representing that the
message is from the attacker Eve.
Now let us introduce the centralized PLA scheme:

Definition 1 (Centralized PLA): Bob makes a decision ac-
cording to the following binary hypothesis test,

Nrru

Hq ~ N~
di(hm) 2 T, with di(hy) =Y dPm9), (5
Ho J=1

where T' is a design threshold and dgj)(flm) = 2||h,, —
/LEJ) H?z(j)}—l are soft decisions received from the RRHS.

In contrast to [11] and [12], in this paper we also consider
local PLA with decision fusing, defined by

Definition 2 (Local PLA with hard decision fusing): RRH
j makes a decision b) € {0,1} according to

N o p() =1
dPm9y = T
! b =0

(6)

Upon receiving the hard decisions b'9), Bob makes a final
decision b = DM ... pWNew)) ywhere D : {0, 1} Nern
{0,1} is a binary decision rule.

For an optimal decision rule design, Bob would need the
receiver operating characteristics of each hypothesis test, and
such information is generally not available at Bob due to the
unknown distributions of the channels from Eve. In this work,
we restrict ourselves to the three straightforward decision
rules: (i) an all-accept rule, where a message is accepted only
if b; = 1 for all RRHs, (ii) an all-reject rule, where a message
is rejected only if b; = 0 for all RRHs, and (iii) a majority-vote
rule, where a message is accepted if the majority of b; = 1.

Error Probabilities: Two types of errors can occur in the
presented binary authentication tests: a false alarm when a
legitimate message is rejected, and a missed detection when an
adversary message is accepted. The probability of false alarm
and missed detection are defined as ppa(T') = P(d(h,,) >
T|Ho) and pmp(T) = P(d(h,,) < T|H1), respectively.
It is easy to show that d(h,,)/Ho ~ X%ngmx’ ie., the

discriminant function is following a central x“ distribution.
Hence, the false alarm probability is given by
DFA (T) =1- FXENRRHNRX (T) (7)

Based on (7), the threshold 7' can be computed for a cor-
responding false alarm probability. Similarly, the individual
thresholds of local PLA decisions can be computed from (7)
except with 2Ngry degrees of freedom.

Power Manipulation Attack: Given that Eve knows that
Bob is employing the PLA scheme, she can launch a counter-
strategy at the PHY-layer. In this strategy, called a power
manipulation attack, we assume that Eve manipulates the
transmit power and phase at her single-antenna transmitter
by employing a complex scaling factor ppe® such that the
channel state observed at Bob becomes nEej‘”E hg.

C. Problem Formulation

The system-level delay performance impacts of PLA will
be influenced by: (i) the choice of authentication threshold
T and the resulting tradeoff between false alarms and missed
detections; and (ii) the configuration of decoding and authenti-
cation decisions modeled by Scenario A-C. The delay impacts
are quantified by the delay violation probability p;(w), which
unfortunately is very complicated to derive in closed form. De-
riving an upper bound on p;(w) is however possible and such
bounds prove useful as performance guarantees in a mission-
critical communications, i.e., a real system operating under the
assumed conditions will with high probability achieve a better
delay performance. In the following Section IV, we provide
such bounds for the considered distributed PLA system model
that hold for Scenarios A-C and under the Sybil attack.

IV. DELAY BOUND FOR DISTRIBUTED PLA

In this section, we derive an upper bound on the delay
violation probability p;(w). First, we introduce the relevant
tools from stochastic network calculus.

A. Stochastic Network Calculus

Stochastic network calculus (SNC) is a mathematical frame-
work that allows us to analyze input-output relationships of
stochastic queueing systems through, for example, perfor-
mance bounds on delay or backlog given arrival and service
distributions. For a complete overview of stochastic network
calculus, we refer to [14]. In [15], the stochastic network calcu-
lus framework was developed to study wireless fading links by
introducing the exponential transformation A(7,t) £ eA(7),
S(r,t) £ 501 and D(1,t) £ P71, This transformation
allows the characterization of the random service process in
terms of the varying instantaneous SNR due to fading. This is
referred to as transforming the bit-domain processes into the
SNR-domain since the processes become linear in the instanta-
neous SNR ~y;, instead of logarithmic. Arrival processes in the
SNR-domain can then be seen as instantaneous SNR demands.
The performance bounds, which can be seen as variations of
moment bounds, are derived in terms of Mellin transforms of
the involved queueing processes. The Mellin transform of a
random variable X, closely related to the moment-generating
function (MGF), is defined as M x(s) = E[X*71].

The upper bound on the delay violation probability we
utilize in this paper is given by the following lemma:

Lemma 1: For s > 0 and under the stability condition
Myl +s)Ms(l —s) <1,

Ms(1—5)”
1—=My(l+s)\Ms(1—s)
where Ms(s) 2 Ele**C~D] and M(s) £ E[e®—D] are
the Mellin transforms of the independent SNR-domain service
and arrival processes, respectively.

Proof. See [15, Theorem 1]. O

p(w) < min ®)

The upper bound (8) can be shown to be a convex function
for every s in the stability interval M 4(1 + s)Ms(1 — s) <



1 [16, Theorem 1]. However, no analytical tools from convex
optimization can be applied, and therefore, one typically
resorts to a numerical grid search.

In the rest of this section, we will characterize the Mellin-
transforms Ms(s) and M 4(s).

B. Service Process Mellin Transform

First, let us provide a general expression for the Mellin
transform of the service process in the following lemma:

Lemma 2 (Service Process Mellin Transform):

Ms(s) = (1=px) Y e Dpy(n) +px (9
Proof. Clearly, E[e**(*~D|X; = 1, N}] = V(5= Taking
expectation over Vi and X} yields (9). O

Obtaining an exact expression for px is difficult. We will
instead provide an upper bound in the following theorem:

Theorem 1 (Service outage probability bound). The proba-
bility of service outage for Scenario S € {A,B, C} is upper

bounded by ) )

+ Pour (10)

Px < Py
(S)

where p( and p,,; are the corresponding false-alarm and

SNR-outage probabilities, respectively, given by
(4) _

pi =iy = pa(T), an
X /N
Py = Zl < ’;R”> (1 = pea(T))"pra(T) Vo= (12)
and

Nrru

o = Hpm (R), (13)

B
Pour = ]P)(’WC < 2R - 1)7 p{(mt) p{mt
for pf,{,i (R) = P(Vlg,j) < 2B 1), The limit K in (12) is given
by K = | Ngru/2] (majority-vote)) K = 1 (all-accept), or
K = Nggy (all-reject) depending on the decision rule.

Proof. We start by considering Scenario A. Note that we have
P ({d(h) > T} U {7 < 2% —1}) (14)
<P(d(h) > T)+ Py < 2% - 1) (15)

from the union bound. Clearly, P(d(h) > T) = pra(T),
so (10) and (11) follow. In Scenario B, the union bound
can be similarly applied as in (15), however, in this sce-
nario an SNR outage happens if every RRH channel is in
outage, and hence, the SNR-outage probability is p((,]sl) =
P (mNRRH{%J) <28 _1}) from which (13) follows. Again,
the union bound can be applied in Scenario C; however, here
a false-alarm occurs if a majority of RRHs suffer from false
alarms. Hence the fusing false alarm probability follows a
binomial distribution according to (12). [l

bx =

The SNR-outage probabilities in (13) are generally not
tractable for the considered distributed-RRH Rice-fading chan-
nel model and, hence, we leave them without closed-form ex-
pressions in Theorem 1. For the numerical results in Section V,
we will use a moment-matching central y? approximation to
evaluate these probabilities.

C. Analysis for Sybil Attack

In a Sybil attack, we assume that |Zprp| = Kacive + Ksybil
where Kacive and Ksypj represent the number of active and
Sybil devices that are granted DTP resources, respectively.
Based on these assumptions, we recapitulate the distribution
of Nj, from [11] in the following lemma:

Lemma 3 (Resource Distribution Under Sybil Attack):

L mee
NErame
Z pKAuue sz)mt <l - {FTJ) ) (16)

where pg,...(-) is the probability mass function (PMF) of
scheduled active devices and pr,,(-) is the PMF of successful
Sybil IDs. The latter can be approximated as

Z Hp(s) ) X H 1*pMD

BeAy ieB jeEB*°

ka

sz)mz 17

where Ay, denotes the set of all size k subsets of Dy and
p}(v‘,sl)) (j, T) denotes the missed detection probability given that

Eve impersonates device i in Scenario S € {A, B, C}.

Proof. This approximation stems from an assumption that the

events {d;(hg) < T}icps,, can be approximated as inde-

pendent, in which case Ky is Poisson-binomial distributed.

See [11] for further details. O
Next, we provide the missed detection probabilities:

Theorem 2: The missed detection probabilities are given by

(i) = pimp (i) = P (di(hg) < T) and

Php (i) = XL: (N:LR”) (1-

n=1

(loc)

P (7)™ ="

loc) ¢ -
P (7))

)

(18)
for p%,og) =F- (ul

ng y(T'/Ai), where Fyz N y(+) is the CDF
of a non-central X distribution with 2NRX degrees of freedom
and non-centrality parameter v; = 2(pup—p;) 25 Yg—m,).
Again, the limit L in (18) is given by L = | Nrru/2| (majority-
vote), L = Nggy (all-accept), or L = 1 (all-reject) depending
on the decision rule.

Proof. The first expression follows by definition. The second
result (18) follows by observing that the local missed detection
events {dz(-] )(hE) < T} are independent, and thus, the number
of missed detections will follow a binomial distribution which
cumulative distribution function is given by (18). Finally, the
x? distribution of p(1°°) is a standard result. O

Finally, we close this section by providing the saddle-point

approximation technique from [12, Theorem 2] which we

will use to compute p](v'?,’)B)(i) under the power manipulation

strategy:
Lemma 4 (Missed Detection Probability for Ngrry > 2):

2

|s”(20)|’
where

-1
s(z) = —bf (I + %Dl) b —1In(z) — In(|I+ 2DJ), (20)

e5(20) g—i 45" (z0)

(AB)(Z> ~ L

1
Pup o (19)
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Fig. 3. Considered wireless industrial automation scenario.

b = QZME, Qg and D are the Cholesky factorization and
eigenvalues of X, respectively, and z is a stationary point
such that s'(zy) = 0.

V. NUMERICAL RESULTS

In this section, we study the impacts of the PLA scheme in
Scenario A-C in a wireless industrial automation deployment.
Recall that Scenario A represents the completely centralized
system, Scenario B represents centralized PLA and local
decoding, and Scenario C represents local PLA and local
decoding. As depicted in Fig. 3, we consider a 100 m x 100 m
factory floor with 7 radio-head deployment locations. Sensor
devices are deployed either uniformly across the factory floor
or in the 8 sensor clusters illustrated in Fig. 3.

Channel  Model: The  channel  distributions
CN(p?”, =9 are based on the relative positions in
the two-dimensional deployment area. We assume a uniform
linear receive array for each radio-head location and compute
ugj ) based on the distance and angle-of-arrival (AoA) with
respect to each radio-head. For complete details regarding
this model, we refer to [12]. In this section, we have assumed
uncorrelated fading (i.e., Zgj ) — 521), Rice factor Kgie = 6
dB and path-loss exponent 5 = 2. The RRHs have normalized
antenna separation A, = 0.5 and the system is assumed to
operate at f. = 2.4 GHz carrier frequency with transmission
rate R = 1.5 bits/channel-use. The average receive SNR from
the devices was observed to vary between 10-12 dB.

a) Sybil Attack Impact: We first fix a prescribed delay
violation probability p;(w;.) = 107% and solve for the
corresponding delay guarantee w; . under different scenarios.
In Fig. 4, the worst-case delay is shown for varying device-
buffer arrival rates o measured in bits. The results in Fig. 4 are
based on a uniformly random deployment of 80 devices out of
which Kacive = 60 are active and |DSybiI| = 20 are subject to
Sybil impersonation by Eve, Ngry = 2 with arrays positioned
at RRH2 and RRH4), and Nrx = 4. Eve is positioned at
(30 m, 70 m). Firstly, for low arrival rates we observe a
fixed delay cost due to the false alarm probability, which was

Scenario A

[ [——Sybil [No PLA] I
10k —— Sybil (Optimal Power Strategy) [PLA] A
v Sybil [PLA] SR
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Fig. 4. Comparison of the system-level delay performance under distributed
decision-making Scenarios A-C.

fixed to ppa = 1072 via a constant threshold T' computed
from (7). We observe that the system-level delay under Sybil
attack and without PLA grows infinite around a = 190 bits,
meaning that for arrival rates o > 190 Eve will be able to
use the considered Sybil attack to cause denial-of-service for
at least one device. With the PLA scheme activated, we can
see that the system has a higher arrival-rate capacity, closer to
the baseline capacity of the system without the attack. In all
scenarios, we see that Eve can enhance the Sybil attack impact
by choosing the optimal power manipulation strategy (i.e., this
shows the worst-case attack impact), where this effect is most
pronounced for Scenario C. However, the system capacity is
still larger than without the PLA scheme. For Scenario C, the
all-accept decision rule (see Section III-B) was used since it
achieved the best performance.

b) RRH Deployments: In Fig. 5(a), we plot the worst-
case delay, but instead considering different deployment con-
figurations of a total of 8 antennas. Eve is positioned at (30 m,
70 m) and is using the optimal power manipulation strategy.
The curve colors correspond to: (i) a completely centralized
deployment with Ngrg = 1 (RRH4), (ii)) a Nrgg = 2
deployment (RRH3 and RRHS5), and (iii) a Ngrg = 4
deployment (RRH1, RRH2, RRH6 and RRH7). We observe
that all the distributed deployments outperform the centralized
single-RRH system. There is a degradation in performance
for Scenario C compared to Scenario A/B which is expected
since detection performance is lost due to hard-decision fusing,
which again is based on the all-accept rule. In Fig. 5(b),
we show the results for the clustered device deployment.
Eve is launching the Sybil attack, again for |Dgypi| = 20
devices although inside the two clusters in the top-left corner
of Fig. 3. Eve is again positioned at (30 m, 70 m) close
to the attacked clusters and the all-accept rule was used for
Scenario C. Here, we observe a large performance benefit from
the distributed scenarios. For instance, considering a latency
deadline of 10 frames in Fig. 5(b), the arrival-rate capacity for
the distributed scenarios is 23% higher than for the centralized
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(c) Detection performance of distributed PLA scheme.

system. The reason is that the single RRH cannot distinguish
Eve from the nearby devices, resulting in many missed Sybil
impersonations.

¢) Discussion: In Scenario A and B, our results indi-
cate a benefit in Sybil-attack resilience from distributing the
antennas (i.e., increasing Ngrry). The performance difference
between Scenario A and B is very small. This can be explained
by the observation that the local decoding outage probabili-
ties were significantly lower than the false-alarm probability.
Hence, for the studied scenario, the false alarms dominates the
delay impacts, and more generally it is max(pra, pour) that lim-
its the performance. This indicates that Scenario B is preferred
for the given system due to the lower bandwidth requirement
on the RRH-to-Bob links. A comparison of Fig. 5(a) and 5(b)
indicates that the Sybil-attack impact is larger when Eve is
targeting the clustered device deployment. This is expected
since Eve more easily can impersonate a group of devices
in a close neighbourhood. This is furthermore explained by
Fig. 5(c) where we show the missed detection probability when
Eve is impersonating different devices in the network (ordered
by descending missed detection probability). We see that the
detection performance for the worst-case devices improves
from distributing the radio-heads which explains the smaller
Sybil attack impact. However, in Scenario C (i.e., with hard-
decision fusing) we can observe a substantial performance
degradation. Fig. 5(c) also compares the all-accept and all-
reject decision rules and we observe that the all-accept rule
provides better performance. The performance under Scenario
C can potentially be further improved by investigating other
decision fusing rules.

VI. CONCLUSION

In this paper, we have studied the delay performance im-
pacts of PLA in a distributed antenna system. We have charac-
terized the queueing service process under three scenarios of
distributed PLA decision making. Moreover, we have analyzed
the impact of a Sybil attack launched from a single-antenna
transmitter with optimal power and phase rotation. Results
have shown benefits of the distributed PLA schemes in terms
of delay-performance impacts, most significant for centralized
authentication. Authentication based on fusing local hard
decisions was found to result in performance degradations,
although still superior to the single-RRH system.

200 210
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(b)
Delay performance impacts of PLA under different deployment strategies and (a) uniform device deployment, and (b) clustered device deployment.
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