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Resource-constrained Edge Devices (EDs), e.g., IoT sensors and microcon-
troller units, are expected to make intelligent decisions using Deep Learning
(DL) inference at the edge of the network. Toward this end, there is a sig-
nificant research effort in developing tinyML models — Deep Learning (DL)
models with reduced computation and memory storage requirements — that
can be embedded on these devices. However, tinyML models have lower
inference accuracy. On a different front, DNN partitioning and inference
offloading techniques were studied for distributed DL inference between
EDs and Edge Servers (ESs). In this paper, we explore Hierarchical Infer-
ence (HI), a novel approach proposed in [28] for performing distributed
DL inference at the edge. Under HI, for each data sample, an ED first uses
a local algorithm (e.g., a tinyML model) for inference. Depending on the
application, if the inference provided by the local algorithm is incorrect or
further assistance is required from large DL models on edge or cloud, only
then the ED offloads the data sample. At the outset, HI seems infeasible as
the ED, in general, cannot know if the local inference is sufficient or not.
Nevertheless, we present the feasibility of implementing HI for machine
fault detection and image classification applications. We demonstrate its
benefits using quantitative analysis and argue that using HI will result in
low latency, bandwidth savings, and energy savings in edge Al systems. [20]

1 INTRODUCTION

Deep Learning (DL) models are compute and memory intensive and
have been traditionally deployed in the cloud. However, recently, an
increasing number of applications in Cyber-Physical Systems (CPS),
remote healthcare, smart buildings, intelligent transport, etc., use DL
inference at the edge of the network. This initiated a major research
thrust in developing small-size ML models (S-ML) — ML models
with reduced computation and memory storage requirements — and
deploying them on resource-constrained Edge Devices (EDs) such
as IoT sensors, wearable devices, mobile phones, drones, and robots.
Such deployments are enabled by advancements in hardware and
the rapid evolution of model compression techniques [6, 33].
Research works on DL inference at the edge can be broadly classi-
fied into 1) tinyML, 2) DNN-partitioning, and 3) inference offloading.
TinyML research focuses on enabling extremely resource-limited
IoT devices such as micro-controller units (MCUs) to perform on-
device DL inference using custom-designed S-ML models. Doing
inference at the ED using S-ML saves network bandwidth, improves
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responsiveness and energy efficiency of the system [10, 41]. Re-
cent advances in tinyML research enable sophisticated applications
performing tasks on images and audio that go far beyond the pro-
totypical IoT applications that include monitoring environmental
conditions (e.g., temperature, carbon dioxide levels, etc.), machine
vibrations for predictive maintenance, or visual tasks such as detect-
ing people or animals [30]. However, tinyML models have relatively
poor inference accuracy due to their small size, which limits their
generalization capability and robustness to noise.

The authors in [23] proposed DNN partitioning that divides the
inference execution of large-size DNNs between an ED and an Edge
Server (ES). However, the benefits of this technique were only re-
alized for computationally powerful EDs (such as smartphones)
with mobile GPUs [7, 9]. Finally, works on inference/computation
offloading propose load-balancing techniques that divide the infer-
ence computational load between the ED and the ES [13, 29, 31, 38].
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Fig. 1. Schematic of HI framework.

In contrast to the above works, we propose Hierarchical Inference,
a novel framework for performing distributed DL inference at the
edge. Consider the system where the ED is embedded with an S-ML
model and enlists the help of ES(s) or cloud on which a stat-of-the-
art large-size ML model (L-ML) is available. HI differentiates data
samples based on the inference provided by S-ML. A data sample is
simple data sample if S-ML inference is sufficient, else it is a complex
data sample requiring L-ML inference. The key idea of HI is that
only complex data samples should be offloaded to the ES or cloud.
Figure 1 shows the HI framework. The HI decision module takes as
input the S-ML inference and uses the metadata about S-ML, L-ML,
and the application QoS requirements to decide whether a sample
is complex or simple and accordingly offload it or not.
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Fig. 2. Different approaches for DL inference at the Network Edge

Figure 2 illustrate different approaches for DL inference at the
edge. In contrast to tinyML research, HI considers inference offload-
ing. Further, HI examines the S-ML inference before making an
offloading decision which is in stark contrast to existing inference
offloading algorithms. Unlike DNN partitioning, HI is appealing for
resource-constrained devices as one may design customized S-ML
models for these devices and use off-the-shelf L-ML models on ESs
or the cloud.

Advantages of HI. On the one hand, performing inference on EDs
saves network bandwidth, improves responsiveness (reduces la-
tency), and increases energy efficiency. On the other hand, doing
inference on ESs results in high accuracy inference. HI reaps the
benefits of performing inference on EDs without compromising on
the accuracy that can be achieved at ESs. To see this, note that HI
offloads only complex data samples which need further inference
assistance and will (most likely) receive correct inference from L-ML
at the ES, while simple data samples which are either redundant or
receive correct inference from S-ML are not offloaded, thus saving
bandwidth, reducing latency and energy for transmission and com-
putation on L-ML. Although we use the term ‘S-ML’, it need not
be an ML algorithm but can be any signal processing or statistical
algorithm.

Note that, under HI, performing additional inference locally on all
images incurs an extra cost. However, in scenarios where the cost of
local computation is lower than that of transmission, this approach
would eventually result in significant cost savings, especially since
such scenarios are frequent.

Challenges of HI. There are a few challenges to implementing HI

(1) Differentiating simple and complex data samples is the key
to HI. However, in general, it is hard to do this differentiation
as the ED does not know a priori if the inference output by
S-ML is the ground truth or not.

(2) There are certain requirements for S-ML in order to enable
HI. The S-ML should be small enough in size such that, 1) it
should be viable for embedding on ED, 2) the computation
energy required for S-ML inference should be less than the
transmission energy required for transmitting a data sample,
and 3) the S-ML should have reasonable inference accuracy
such that for the application of interest the fraction of simple
data samples should be higher than that of complex data
samples.

Despite the above challenges, in this work, we demonstrate its fea-
sibility by implementing it in three application scenarios: 1) rolling
element fault diagnosis, 2) CIFAR-10 image classification, and 3) dog
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breed image classification. The first scenario is a specific example of
machine fault detection, where the S-ML is a simple threshold rule
on the statistical average of the vibration data. For image classifica-
tion, we use TFLite and design a customized S-ML for performing
inference on images. For each use case, we also provide a quanti-
tative analysis of the benefits of HI. Finally, we also compare the
accuracy and delay performance of HI with existing techniques for
DL inference: 1) tinyML (no offload), 2) DNN-partitioning, 3) Offload-
ing for Minimizing Delay (OMD), and 4) Offloading for Maximizing
Accuracy (OMA).

2 RELATED WORKS

Since the advent of AlexNet [25] a decade ago, there has been an ex-
plosion in research on bigger DL models with an increasing number
of layers and nodes per layer resulting in models with billions of pa-
rameters. Examples include the state-of-the-art image classification
model BASIC-L (with 2.4 billion parameters) [4] and the revolu-
tionary language model chat-GPT (with 175 billion parameters) [2].
However, large DL models are often over-parameterized and there
has been significant research on model compression techniques
that reduce the model size by trading accuracy for efficiency, e.g.,
see [16, 17]. Efficient model compression techniques have resulted
in mobile-size DL models including SqueezeNets [22], MobileNets
[18, 34], ShuffleNet [40], and EfficientNet [36]. The efforts for de-
signing small-size DL models were further fueled by the need to
perform DL inference on edge devices, which span moderately pow-
erful mobile devices to extremely resource-limited MCUs. In the
following, we discussed the related work on DL inference at the

edge.

TinyML. The tinyML research [33] focuses on embedded/on-device
ML inference using small-size ML models on extremely resource-
constrained EDs such as IoT sensors including micro-controller
units (MCUs). The motivation for tinyML stems from the following
drawbacks of sending data over a network [30]: 1) security and
privacy of data, 2) unreliable network connection, 3) communica-
tion latency, and 4) significant transmission energy consumption.
A suite of tinyML models is now available for MCUs enabling a
wide variety of complex inference tasks such as image classification,
visual wake word, keyword spotting [1], monitoring underwater
water environments[42], etc. However, tinyML models have poor
inference accuracy (relative to large-size DL models) due to their
small size, which limits their generalization capability and robust-
ness to noise. Further, once a tinyML model is trained (on an edge
server/cloud) and deployed on an IoT sensor or an MCU, improving
its accuracy using active learning on each data sample may not be



possible due to the resource constraints of the device. Therefore, to
improve inference accuracy the EDs need to offload the data samples
by enlisting the help of an Edge Server (ES) or a cloud, where L-ML
models are deployed.

DNN Partitioning. For the scenarios where the ED is a powerful mo-
bile device, such as a smartphone, the authors in [23] proposed DNN
partitioning, where the front layers of the DNN are deployed on mo-
bile devices while the deep layers are deployed on Edge Servers (ESs)
to optimize the communication time or the energy consumption of
the mobile device. The premise of this technique is that the data that
needs to be transmitted between some intermediate layers of a DNN
is much smaller than the initial layers. Following this idea, signifi-
cant research work has been done that includes DNN partitioning
for more general DNN structures under different network settings
[19, 26] and using heterogeneous EDs [21], among others. However,
as we will show later, for DNN partitioning to be beneficial, the
processing times of the DNN layers on the mobile device should
be small relative to the communication time of the data generated
between layers. Thus, works on DNN partitioning (e.g., see [7, 9])
require mobile GPUs making this technique infeasible for extremely
resource-constrained IoT sensors and MCUs.

Inference Offloading. Inference offloading or computation offload-
ing is a load-balancing technique for partitioning the set of data
samples between the ED and the ES for computing the inference. It
is worth noting that computation offloading between EDs and ESs
was extensively studied in the literature, e.g., see [11, 27]. However,
the majority of the works studied offloading generic computation
jobs, and the aspect of accuracy, which is relevant to offloading
data samples, has only been studied recently [13, 29, 31, 38]. These
works compute offloading decisions using one or more of the follow-
ing quantities: job execution times, communication times, energy
consumption, and average test accuracy of the ML models. Note,
however, that the average test accuracy may not be the right indi-
cator for the correct or incorrect inferences provided by an S-ML
across different data samples and thus it may result in adversarial
cases where most of the data samples that are scheduled on S-ML
may receive incorrect inference. In contrast to inference offloading
HI first examines the S-ML output to determine if the data sample is
simple or complex and only offloads if it is a complex data sample.
We note that early exiting within the layers of DNNs, proposed in
[37], received considerable attention recently. This technique could
be used in conjunction with the above DL inference approaches,
including HI, to further reduce the latency in reference.

In our previous work [28], we proposed the idea of HI and focused
on a specific technique for realizing it for an image classification
application by using an existing S-ML model. In contrast, in this
paper, we provide a general definition of HI, consider multiple use
cases (machine fault detection and dog breed image classification),
design S-ML algorithms, and provide a quantitative comparison
with existing DL inference at the edge.

3 HIFOR ROLLING ELEMENT FAULT DIAGNOSIS

In order to demonstrate how HI can be used in machine fault de-
tection we turn to the motor bearing dataset, provided by the Case
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Western Reserve University (CWRU) bearing data centre, a standard
vibration-based dataset used in Rolling Element Bearings (REBs)
fault diagnosis [3, 35]. The failure of REBs is one of the most fre-
quent reasons for the breakdown of rotating machines. In Figure 3,
we show an REB that is located at the driver end of the rotating
machine. At the other end of it lies the fan end REB. A faulty REB
may have a fault on the inner lace or outer lace or in the rolling
element.

Rotating machine REB

Outer lace
Inner lace

Rolling element

Fig. 3. An REB at the driver end of a rotating machine.

The CWRU dataset consists of 161 datasets, each collected for
driver-end REB and fan-end REB under different settings, which
includes samples collected at 12 kHz and 48 kHz frequencies under
varying motor loads (0 — 3 hp), varying shaft speeds (1730 — 1797
rpm), and for three fault widths 0.18, 0.36, and 0.54 mm. For a given
motor load and shaft speed, the task is to identify 10 states of the
rotating machine, which include a normal functioning state and
nine fault states resulting from three fault widths seeded on each
inner lace, outer lace, and ball bearing.

A state-of-the-art CNN proposed in [39] identifies each of these
states with 99.6% accuracy. The CNN is trained on 64X64 grey images
created from batches of 4096 consecutive samples. The CNN consists
of 8 layers and it cannot be deployed on resource-constrained sen-
sors to do local inference. Instead, it needs to be deployed on an ES
or in the cloud and transmit all the data from the sensors. Consider
as an example that a factory floor consists of 100 rotating machines.
Since each rotating machine contains more than two REBs, the band-
width required to transmit all the data to an ES or cloud (on which
the CNN is deployed) in order to monitor the state of all REB is at
least 76.8 Mbps, assuming that the sampling frequency is 48 kHz
and each sample value is stored in a 2 byte register. The question
we ask is: can we achieve 99.6% accuracy in classifying the states of
the REBs without needing to use such high bandwidth?

In order to answer the above question, we make a simple obser-
vation that the REBs (or in general machines) work in a normal
state for hundreds (or thousands) of hours. If we can differentiate
normal state from not normal state (any of the faulty states) on the
sensor, then we save almost the entire bandwidth by only offloading
the samples to CNN when not in the normal state. To this end, we
analyzed the CWRU dataset and computed the average for batches
of 4096 consecutive vibration samples with series lengths of approx-
imately 120, 000 from different datasets. Note that to compute the
average values a sensor doesn’t need to store all the 4096 samples.
Instead, it can use a simple moving average. In Figures 4 and 5,
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Fig. 4. Time series vibration data averaged over every 4096 samples for
aprox. 120,000 samples collected at 18 mm fault width.
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Fig. 5. Time series vibration data averaged over every 4096 samples for
aprox. 120,000 samples collected at 54 mm fault width.

we plot the average values under normal state (in cyan) and under
faulty states (in magenta) for different motor loads at 18 mm and
54 mm fault widths, respectively. For the dataset in Figure 4, it is
easy to verify that by setting a threshold 0.07 below which the REB
is in normal state and not in normal state, otherwise, provides 100%
accuracy for normal vs not normal classification. Note that this
simple threshold rule is the S-ML in our definition of HI. Further,
for this scenario, all the states can be classified with 100% accuracy
as the data points are separable via thresholds.

In Figure 5, however, all the states are not separable. In particular,
the inner lace and outer lace faults cannot be differentiated using
thresholds. Nevertheless, normal and not normal states can still

, Vol. 1, No. 1, Article . Publication date: September 2023.

be differentiated using a threshold of 0.07. Thus, the sensor only
transmits data samples that correspond to one of the fault states,
which of course can then be classified by the CNN at ES or cloud.
Thus, from the above data analysis, we conclude that a sensor can
make a local decision about normal state or not normal state of
the REB using a basic computation of averages. Since an REB is
in normal state for longer periods, significant bandwidth savings
can be obtained using HI. It is worth noting that, here the samples
collected in the normal state are indeed simple data samples and
the samples collected in a faulty state are complex data samples.
Furthermore, since computing a moving average is not compute-
intensive, the sensor will save all the transmission energy that would
have been spent in transmitting the simple data samples. Thus, using
HI results in potential energy savings for IoT devices that in turn
improve their battery lifetimes.

4 HI FOR CIFAR-10 IMAGE CLASSIFICATION

We choose Image classification as our second use case as it is a
fundamental task inherent to a variety of applications including
object detection, image analysis, video analytics, and remote sens-
ing. Significant efforts have been devoted to developing advanced
classification approaches and techniques aiming to improve clas-
sification accuracy (e.g., see [15], [12], [14]). We choose CIFAR-10
image dataset consisting of 50,000 training samples, 10,000 test
samples and 10 classes. We design and train an S-ML that can be
embedded on a resource-constrained ED such as MCU with eflash
memory size of order 1 MB and SRAM of order few hundred KB.
The details of the ML models are given below.

e S-ML: We build a convolutional neural network (CNN) with
five layers: a convolutional layer, a max-pooling layer, a flat-
ten layer, and two fully-connected dense layers. We use ten-
sorFlow’s Keras API to train it on the CIFAR-10 dataset. Our
final quantized TFLite mode has an inference accuracy of
62.58% and is 0.45 MB, a size suitable for deploying on MCUs.

e L-ML: Many existing state-of-the-art DNN models have al-
ready demonstrated top-1 accuracy on the CIFAR-10 dataset,
in particular, with some models achieving up to 99.5% [8].
For this work, we choose EfficeintNet [32], which achieves
an accuracy of 95%.

Exploring the idea of HI, simple data samples in this context would
be the images that the S-ML embedded on the IoT device is able to
classify correctly, otherwise they are considered as complex data
samples. The data sample will initially undergo inference by the
S-ML. The ED will decide to either accept the inference or consider
it incorrect and offload the data sample to the L-ML deployed on
the ES.

For the ED to make this decision, we use two key ideas proposed
in [28]. The first idea is with regard to how to quantify the con-
fidence of the S-ML’s inference. For image classification, a DNN
outputs a probability mass function (pmf) over the classes. Note
that one can obtain such pmf for other ML classification algorithms
(such as linear classifier) by normalizing the output with the sum of
the values output for each class. We use the maximum probability
value, denoted by p, from the pmf as the confidence of S-ML. This
is justified because it is a standard approach to declare the class



corresponding to the maximum probability p as the true class. The
ED will utilize the same metric to examine or track the validity of
the S-ML inference and decide whether to accept the inference or
delegate it to the L-ML that resides on the ES. This means that the
local inference of data sample i will be accepted or rejected based on
its associated p;. The ED’s decision rule for data sample i, denoted
by 8(i), will be based on comparing p; with a threshold 6 € [0, 1):

Offload ifp; <6

8(1) = { Do not offload if p; > 6

The second idea adopted from [28] is the cost model. If the S-ML’s
inference is rejected and the data sample i is offloaded to the ES, a
fixed cost 0 < B < 1 will be received for offloading. This offloading
cost, B, can be adjusted to consider different factors that may be
specific to the context of the task and the user, rather than being
limited to a fixed cost tied to a specific metric. In practice, it may
correspond to transmission energy consumption or data transfer
cost or remote inference delay. We choose to introduce HI using
an abstract cost for offloading to enhance flexibility in the decision-
making process and make it adaptable to diverse scenarios and
requirements. This abstract cost may differ across various setups,
allowing our decision algorithm to make more informed decisions
that balance various costs and benefits, such as network conditions,
resource availability, battery life, and user’s personal preferences.
Furthermore, denote by #; the additional cost obtained from the
ES inference of the data sample i. It is equal to 1 if the L-ML’s
inference is incorrect and is equal to 0, otherwise. Alternatively, if
data sample i’s accepted local inference is correct, then the incurred
cost, denoted by y;, is 0; otherwise, it is 1. Thus, the cost for data
sample i using HI is given by:

C = P+ni ifpi<®
te Yi ifp; >0

1750 1 Correctly Classified Images
Incorrectly Classified Images

=
G
<]
S

Number of Images

Fig. 6. Classification of CIFAR-10 by the S-ML model.

Figure 6 shows the number of correctly and incorrectly classified
images of the CIFAR-10 dataset using our S-ML model as a function
of p. The figure clearly illustrates that for p greater than 0.6, the
number of correctly classified images becomes higher than the in-
correctly classified ones. Thus, it serves as an appropriate threshold
candidate to decide whether to accept the local inference or not. In
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fact, brute-force search shows that the optimal probability threshold
0* that yields the minimum cost for CIFAR-10 dataset is 0.607.

HI ApproacH: The data samples will be subjected to inference
using the S-ML embedded on the ED. The ED will decide to offload
only the data whose inference’s associated p is less that the optimal
threshold 6* = 0.607.

Results and Discussion. Implementing the complete offload approach,
which involves running a state-of-the-art DNN on the Edge Server
and offloading the whole data (10000 images), the ES achieves an
accuracy of 95%. Only 500 out of 10000 images were falsely classified,
which is considered a top-tier accuracy. However, it comes at a cost
0f 10000 S+500, meaning that this approach is expensive. Conversely,
the complete local approach, which involves accepting all of the
local inferences produced by the S-ML embedded in the ED, can
reduce the cost to 3742, which is a significant reduction particularly
when f is large and close to one. However, it entails a significant
trade-off in terms of inference accuracy 62.58%, which is insufficient
to ensure reliability in the majority of use cases.

Following the HI approach with 8* = 0.607, only 35.5% of the
data is offloaded (3550 images) of which 71 images of them were
misclassified by the ES. This yields a cost of (3550 + 71). Moreover,
out of the 6450 accepted local inferences, 1577 were misclassified
(which contribute an extra 1577 to the cost). This means that the
total cost of HI is 3550 + 1648. Since 1648 images are misclassified

under HI, it has 83.52% accuracy. HI can result in a cost reduction
£ (6450/)’—1148
10000 B+500
Thus, HI can provide the best of both worlds, namely significant

cost reduction while still achieving a dependable level of accuracy
based on the cost . The relative cost reduction for different values
of f, is in the range 14 — 49%.

X 100)% compared to offloading all of the images.

‘ Approach [ NoOffload [ Full Offload | Hierarchical Inference
Offloaded Images (%) 0(0%) 10000(100%) 3550(35.5%)
Misclassified Images (%) | 3,742(37.42%) 500(5%) 1,577 ON ED + 71 ON ES (16.48%)

Accuracy (%) 62.58% 95% 83.52%
Cost (f) 3742 10000 f + 500 3550 5 + 1648

Table 1. Image classification performance comparison for CIFAR-10 dataset:
number of offloaded images, misclassified ones and the total cost.

5 HIFOR DOG BREED IMAGE CLASSIFICATION

In this section, we introduce another use case that comes in align-
ment with the concept of hierarchical inference naturally. Suppose
that we have the same set-up (ED connected to an ES) and that
we are only interested in classifying the dog breeds of the dogs
present in CIFAR-10. On one hand, achieving high accuracy for this
complicated task using tinyML models is still challenging due to
the complex nature of dog breed classification and the limited re-
sources of tinyML devices. On the other hand, fully offloading all of
the images can result in high accuracy but is, however, very costly.
Under HI, we propose to use an S-ML to classify dog images and
non-dog images and only offload the dog images to ES for an L-ML
to classify the dog breed. Note that, in this use case the dog images
are complex as they require further assistance for classification at
the ES. All non-dog images are simple.
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The approach used in this use case generalizes to contexts where
the data samples of interest would be sufficiently complex that al-
most none of them could be accurately inferred on the edge device.
Then, the S-ML will not do any final inference for the data of in-
terest. Instead, its job would be just to eliminate a large part of the
irrelevant data and only delegate the data samples of interest. Table
2 summarizes the performance measures and the current use case
details vs the previous ones.

e S-ML: The ED will embed a small binary ML model, where
it must be able to recognize whether the image features a
dog (and thus of our interest) or not. For the S-ML we train
a small-size CNN for binary classification, i.e., dog or not
dog. The model consists of five layers: 2D convolutional layer,
MaxPooling2D layer, flatten layer, and two dense layers. The
initial dense layer consists of 32 neurons, utilizing the ReLU
activation function. The final layer is a single neuron using
the sigmoid activation function. The S-ML produces p, a prob-
ability score between 0 and 1, indicating the probability of
the input image being classified as a positive class, which
in this scenario is dogs. To make it adequate for resource-
constrained devices, the model is afterwards converted to a
quantized TFLite model. The resultant model’s size is 0.23
MB and has 63.86% accuracy.

e L-ML: For this use case, we assume that the L-ML has 100 %
accuracy, and therefore any image that is offloaded will be
accurately classified. Once the S-ML classifies the image as a
dog image, the ED will offload it to the ES and the correct dog
breed will be determined. This assumption is made since the
true labels of the dog breeds are not available for CIFAR-10
and thus it is necessary to enable us to make a comparison
with respect to the ideal accuracy (ES). In fact, it is not an
unrealistic assumption to consider a perfect L-ML, as there
are multiple models that have already demonstrated excep-
tional state-of-the-art accuracy in dog breed classification for
various datasets [5].

For data sample i, the S-ML outputs p;, the probability that it features
a dog. The ED will utilize this probability to decide whether to
offload the sample or consider it irrelevant and disregard it. The
ED’s objective is to offload only the dog images, and since the SML
is a binary classification model, p = 0.5 serves as a threshold for dog
classification and thus the decision rule for data sample i, denoted
by §(i), will be the following:
50i) = { Offload if p; > 0.5
Do not offload if p; < 0.5
If the data sample i has to be offloaded to the ES, the cost received
will depend on its L-ML’s inference. A fixed cost 0 < < 1 will be
received for offloading a sample from the dataset of interest (if it
was true dog image). Alternatively, if the data sample offloaded was
irrelevant (does not feature a dog), a cost of 1 will be incurred.
Figure 7a represents the actual non-dog (simple data samples)
and dog images (complex data samples) in our dataset distributed as
a function of p. The images having p > 0.5 will be classified as dog
images (complex) by the S-ML. The figure clearly shows that most
of the dog images were correctly identified by the S-ML, i.e., the
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precision of the trained S-ML is high. Specifically, only 88 dog images
out of 1000 dogs are misclassified and are not offloaded. These are
the false negatives. This means that for the task of classifying the
dog breeds of CIFAR-10, 912 out of 1000 dogs will be identified
by the S-ML and delegated to the L-ML to determine their correct
breed. This yields a 91.2% accuracy. Moreover, the figure illustrates
that the S-ML will incorrectly classify a substantial number of non-
dog images, 3521 to be precise, as dog images, leading to their
unnecessary offloading to the L-ML. These misclassifications are
false positives. An important note here is that these false positives
will only affect the total cost incurred but not the accuracy of HL
Figure 7b presents the instances of false positives and false negatives
as a function of p.

Using the full offload approach for such a scenario can yield
maximal accuracy, but it comes with a significant cost of 90005
for offloading irrelevant images. On the other hand, implementing
HI can tremendously reduce the accrued cost while maintaining a
reliable level of accuracy. Table 3 compares HI with the full-offload
approach. Using HI leads to an offload reduction by 55.67% which

884+5479
reduces the cost by (100650"7000

accuracy of 91.2%. The relative cost reduction for different values
of f, is in the range 50 — 60%.

From the above use case analysis, we conclude that HI offers a
balanced solution that strikes a middle ground between the two
extremes of no offload and full offload. On one end, fully offloading
the samples can yield maximum accuracy but comes with high
costs. On the other end, performing all inferences locally can reduce
costs but requires significant compromises in accuracy. HI approach
has the potential to offer the best of both worlds, allowing for a
significant reduction in costs while still maintaining a reliable level
of accuracy.

X 100)% while maintaining an

False Positives
I False Negatives

Non-dog Images
Dog Images

Number of Images
Number of Images

(a) Non-dog images (simple data
samples) and Dog images (complex
data samples) of CIFAR-10 dataset
as a function of S-ML’s output p.

(b) False Negatives (miss-identified
dogs) and False Positives (incorrectly
classified as dogs) of CIFAR-10 by
the S-ML.

Fig. 7. Analysis of our S-ML output for dog breed classification.

6 COMPARISON WITH EXISTING APPROACHES

This section presents a comparison of HI with tinyML, two al-
gorithms related to inference offloading, and DNN partitioning.
We choose the task of CIFAR-10 dataset image classification and
throughput, accuracy and number of offloaded images as metrics
for our comparison. We begin by introducing these algorithms and
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Rolling Element Fault Diagnosis

CIFAR-10 Image Classification

Dog Breed Classification

Use Case

Data Description

REB that are in normal state (normal functioning)

Tmages that would be correctly classified by SML

Images that are irrelevant, do not feature a dog

Simple Data Sample

REB that are in any faulty state

Tmages that would be incorrectly classified by SML

Images that are of interest, feature a dog

Cost

Complex Data Sample

7 per offloaded image

7 per offloaded image

Cost

T

Inference Cost

T per incorrect inference

1 per offfoaded irrelevant image

Number of detected REB in faulty state / Total number of REB in faulty state

Number of correct inferences / Total number of images

Number of correctly classified dogs / total number of dogs

Accuracy
Table 2. Data description, cost and accuracy for the presented use cases.
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(b) Accuracy of CIFAR-10 Image Classification
of different approaches vs f.

B

(c) Number of offloaded Jobs to ES of CIFAR-10 Image
Classification of different approaches vs S.

Fig. 8. Different approaches comparison for varying .

‘ Approach ‘ Full offload ‘ HI
Number of Offloaded Images | 10,000 4,433
Accuracy (%) 100% 91.2%
Cost 1000 B+ 9000 | 912 § + 3521
Cost Reduction (%) 0% (% X 100)%

Table 3. HI binary classification for CIFAR-10 dataset performance compar-
ison with Full offload.

describing the experimental setup, followed by a discussion of the
results.

(1) TinyML: Embedded ML approach where all the inferences of
the S-ML are accepted (no offload).

(2) Offloading for maximizing accuracy (OMA): computation of-
floading approach that partitions inference jobs between the
ED and the ES for maximizing accuracy given a time con-
straint. The time constraint we subject is equal to makespan
of the HI approach. Two cases are investigated: 1) Partition-
ing the images between ED and ES randomly, and 2) OMA
Worst Case scenario, where the algorithm accepts the local
inference for complex samples and offloads the simple ones.

(3) Offloading for Minimizing Delay (OMD): computation offload-
ing approach that partitions the set of images such that S-ML
and L-ML will have the same makespan resulting in the mini-
mizing the total makespan for processing all images.

(4) DNN-partitioning [24]: Since the CIFAR-10 dataset has 32 x 32
images, the DNN-partitioning approach results in full offload.
Further explanation and measurements of why this approach
in our context is equivalent to full offload are provided in the

Appendix.

We use the S-ML and L-ML described in Section 4 for all the above

approaches. Our S-ML can fit on any IoT device but for the current
work, we deploy it on a Raspberry Pi 4B, which features a single
CPU with 4 cores, a frequency of 1.5 GHz, and 5 GB of RAM. As for
the L-ML, it is hosted on an ES featuring 2 CPUs with 16 cores each,
a frequency of 2.4 GHz, an NVIDIA Tesla T4 GPU and 256 GB of
RAM. Both devices are connected to the same WLAN and are linked
via 802.11 operating on a 5 GHz channel approved by ETSI for Multi-
access Edge Computing (MEC) communication. The transmission
of images from ED to ES is accomplished through TCP sockets.
In order to estimate the communication time, we utilize iPerf to
determine the communication bandwidth. We conduct a total of 30
experiments, each lasting 60 seconds, to derive our estimates. The
average communication bandwidth between Raspberry Pi and ES
recorded was 10.45 MB/s (SD = 0.6 MB/s). The average inference
time per one sample by the S-ML on the Raspberry Pi is 0.99 msec,
which is significantly lower than the 74.34 msec required to offload
the image from the ED to the ES, and to execute the inference on
the L-ML on ES with GPU processing.

We compare HI with the various approaches in terms of through-
put (relating to the makespan and thus delay), accuracy and the num-
ber of offloaded images (which relates to the approach’s cost). Figure
8a (8b) shows the throughput (accuracy) of the four approaches vs HI
for different values of S. Note that f has an effect only on the results
of HI, but since the chosen time constraint of OMA (and OMA worst
case) is equal to the makespan of HI, we see that OMA (and thus
OMA worst case) is also sensitive to the choice of f. Figure 8a shows
that tinyML has maximum throughput and OMD has throughput
close to tinyML throughput. In addition, tinyML scores the lowest
number of offloaded images (lowest cost) but Figure 8b clearly states
that their accuracy score is the lowest and not reliable for most of
the DL inference tasks. On the other hand, DNN-partitioning has
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the top accuracy score but it is the worst in terms of throughput
and the number of offloaded images. HI and OMA (OMA worst
case) have, by design, similar throughput but HI provides significant
gains in terms of accuracy and lower number of offloaded images
(thus cost) compared to OMA.

Compared to other approaches, HI offers a significant reduction
in latency and cost while maintaining high accuracy. In fact, HI
approach was found for example to reduce latency and the number
of offload images by approximately 63.15% and 64.45% respectively
compared to the full offload approach, while still maintaining 83.52%
accuracy for f = 0.5. In summary, HI has demonstrated its ability to
provide the best of all worlds, including accuracy, delay, and cost. As
a result, it represents a promising solution for real-time applications
on resource-constrained devices.

7 CONCLUSION

In conclusion, this paper explored a novel approach, Hierarchical In-
ference (HI), for performing distributed DL inference between edge
devices and edge servers. HI addresses the challenges of resource-
constrained EDs in making intelligent decisions using DL infer-
ence. Through application use cases and quantitative analysis, we
demonstrated the feasibility and benefits of HI. We presented three
different use cases for HI: machine fault detection, CIFAR-10 dataset
image classification and dog breeds classification. We provide a
quantitative comparison between HI and existing techniques for DL
inference at the edge which include, tinyML, inference offloading
and DNN partitioning. Our results demonstrate that HI achieves
significant cost savings while maintaining reliable accuracy. For
instance, following HI's approach for CIFAR-10 image classification
reduces latency and the number of offloaded images compared to
the full-offload approach, on average for values of § ranging from 0
to 1, by 60.84% and 62.179% while maintaining an accuracy greater
than 80%. With minimal compromise on accuracy, HI achieves low
latency, bandwidth savings, and energy savings, making it a promis-
ing solution for edge Al systems.

8 APPENDIX

[ Device [ ProcessingUnit [ L1 | L2 [ L3 [ L4 [ L5 [ L6 | L7 |
[ Raspberry Pi | CPU [ 328.9 [ 1640.7 | 1131.7 [ 970 [ 1561 [ 1981 [ 539.8 |
\ ES \ GPU | 101 [ 251 | 150 [216 ] 231 | 2.89 [ 091 |

Table 4. Time to process each layer of Efficentnet in milliseconds.

This section provides an explanation of why DNN-partitioning
is considered equivalent to full offload approach in our context.
We started by attempting to compare the performance of DNN
partitioning when EfficientNet is divided between an Edge Device
and an Edge Server. However, after measuring the processing time
(as reported in Table 4) and the communication time for offloading
the features (as reported in Table 5), we found that it is not feasible
to partition the DNN model. Additionally, a single inference on the
Edge Device for L-ML takes approximately 8 seconds to execute
on the Raspberry Pi, based on the measurements in Table 4. The
inference time required for different approaches, i.e., no offloading,
full offloading, and DNN-partitioning at each layers, is presented

, Vol. 1, No. 1, Article . Publication date: September 2023.

Input ‘ Size (MB) ‘ Time (msec) ‘
Image 0.003 [0.28,0.30]
Output L1 3.06 [276.92, 310.65]
Output L2 1.64 [148.41, 166.49]
Output L3 1.13 [102.26, 114.72]
OutputL4 | 0.97 [87.78, 98.47]
Output L5 1.56 [141.17, 158.37]
Output L6 1.98 [179.18, 201.0]
OutputL7 | 053 [47.96, 53.80]

Table 5. Communication time between Raspberry Pi and ES measured in
milliseconds.

l Approach l Time (msec) ‘
No Offload 0.99
Full Offload 74.34

Layer 1 | [618.1, 651.83]
Layer 2 | [2127.78 , 2145.86
Layer 3 | [3211.83, 3223.57

[ ]
[ ]
DNN-partitioning | Layer 4 | [4165.19 , 4175.88]
[ ]
( ]

Layer 5 5787.27 , 5804.47
Layer 6 7803.39 , 7825.21
Layer 7 | [8211.06, 8216.9]

Table 6. Time (in milliseconds) for one inference following different ap-
proaches: No Offload, Full Offload and DNN-partitioning at different layers

in Table 6. The results indicate that even partitioning at a single
layer and deploying a fraction of L-ML at the ED can result in a
substantial delay compared to offloading the complete image. For
instance, partitioning at a single layer increases the inference time
from 74.34 msec to [618.1,651.83] msec. This proves that DNN-
partitioning is not valid in our case and would lead to a full offload
approach. It’s worth noting that the output size of each layer in
MB is larger than the size of a CIFAR-10 32 x 32 image. This is
because EfficientNet requires a 224 X 224 X 3 input, so we up-scaled
the CIFAR-10 images using padding. This padding doesn’t affect
the semantic content of the image, but it does allow them to be
scheduled on EfficientNet. Recall that we chose to use EfficientNet
because it’s the state-of-the-art model for the classification problem
with the CIFAR-10 dataset.
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