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Outline 

•  URLLC: Motivation and Requirements 
•  Theoretical Perspective: FBL Analysis of Cooperation 
•  Practical Perspective: EchoRing Protocol 
•  Discussion and Outlook 
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Machine-Type Communications: Origins 
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Reality Wireless Access Server 

Autonomous monitoring & metering purpose 
•  End of 90s: First research on “sensor networks” 
•  Mid 2000: First standards (802.15.4, 6LowPAN) 
•  ~2010: Picked up by cellular networking industry (M2M business) 

 è Massive machine-type communications 

Sensors 



Closing the Loop … 

Reality Wireless Access Server Sensors 

Actuators ! 

•  Closed-loop control (driven by autonomy trend) 
•  Dependability becomes the focus 

è Critical machine-type communications! 
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Critical MTC: Application Fields 

•  Various application fields according to 3GPP [1]: 
•  Rail-bound mass transit 
•  Building automation 
•  Factory of the future / industrial automation 
•  Smart living / smarty city 
•  Electric power distribution & power generation 

•  In addition: 
•  Support for autonomous devices (cars, drones, robots) 
•  Human-in-the-loop applications (AR / cognitive assistance) 
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 [1]  3GPP, TR22.804 v1.0.0, December 2017 



Critical MTC: Factory Automation 

6 

Master PLC 

Unit / Group 
Control (PLCs) 

Inter-PLC Level 

Field 
 Level 

Production Cell 

Devices (Sensors, Actuators, Primary Technology) 



Range of Factory Automation Requirements 

•  Dependability: Availability + Reliability + Security 

•  Field-Level Control 
•  Cycle time: <10 ms 
•  Packet sizes: < 10 byte 
•  Reliability: > 1 – 10-6 

•  Inter-PLC Communication: 
•  Cycle time: < 50 ms 
•  Packet sizes: < 500 byte 
•  Reliability: > 1 – 10-6 
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Why turn to wireless? 



Visionary Reasoning: Flexibility 
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Realistic Use Cases: Mobility-Driven 
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Safety Devices 

Safety PLC 

Production Cell Master PLC 

Unit PLC Unit PLC 

Safety Cases Logistics Cases 



Systems & Safety Layers 
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Fig. 1. Schematic illustration of the assumed system model.
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Fig. 2. Illustration of the time slot structure: after the training, the transmitter receives the SNR estimate �̂ as feedback, and

then transmits a codeword at a rate determined by the rate adaptation function � : �̂ ! r.

We consider a single-antenna system, where the fading coefficient H is scalar and has circularly

symmetric Gaussian distribution CN (0, 1). The instantaneous SNR at the receiver is given as

� = �̄|H|2 and has exponential distribution with mean �̄. The average SNR �̄ is assumed to be

constant and known at the transmitter and the receiver.

Each time slot contains n
slot

symbols and is assumed to be split into three phases as shown

in Fig. 2: the training/estimation phase, where the transmitter sends a known training sequence

of n
t

symbols; a feedback phase of n
f

symbols where the receiver sends an estimate ˆ

� of the

channel’s SNR back to the transmitter; and the data transmission phase, where the transmitter

sends a codeword of length n
d

. The rate R of the code is determined by some rate adaptation

function � :

ˆ

� ! R, which remains fixed over time. We now describe the phases in detail.

1) Training Phase: The receiver estimates the fading coefficient H through a training sequence

of n
t

symbols. The minimum mean square error (MMSE) estimate for H is given as [20], [30]:

ˆH =

�̄n
t

1 + �̄n
t

H +

p
�̄n

t

1 + �̄n
t

N , (1)

where N ⇠ CN (0, 1) is independent of H . Therefore, the channel estimate ˆH is Gaussian

distributed as ˆH ⇠ CN (0, ⇢2) with ⇢2 = �̄n
t

/(1 + �̄n
t

), while the estimated SNR ˆ

�

�

= �̄| ˆH|2

follows an exponential distribution with mean ⇢2�̄. Due to H and ˆH being jointly Gaussian, the

Safety Layer Safety Layer 

•  Black channel principle 
•  Periodic message exchange,  >10 ms cycle time 
•  Small PDUs, about 10 byte 
•  Turns link reliability issues into availability issues of the system 



Outline 

•  URLLC: Motivation and Requirements 
•  Theoretical Perspective: FBL Analysis of Cooperation 
•  Practical Perspective: EchoRing Protocol 
•  Discussion and Outlook 
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Communication at Finite Blocklength 

•  Shannon capacity used for principle design of networks 

•  Low latencies è Shannon capacity inappropriate 
•  Assumes infinitely long code words 

•  Tight finite blocklength approximation: 

 
 V : Channel dispersion, n : blocklength, ε : block error rate 
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Y. Polyanskiy, H. Poor, and S. Verdu, “Channel coding rate in the finite blocklength regime,” 
IEEE Trans. Inf. Theory, vol. 56, no. 5, pp. 2307– 2359, May 2010. 



Communication at Finite Blocklength 

•  No error-free communication possible due to “above-
average” noise effects 
•  The lower the blocklength, the higher the rate reduction 
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•  AWGN Channel 
•  SNR 10dB 
•  Target error prob. 10-5 

•  Perfect CSI 



Design Options for Low-Latency Systems 

•  Maximize reliability è Exploit diversity: 
•  Space & Frequency: Complex transceivers, low diversity 

degree 
•  Multi-terminals (relaying): Simple transceivers, potentially 

higher diversity degree, but impacts the time budget! 

Does relaying pay off in the FBL regime ? 
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Relaying vs. Direct Transmission 

•  AWGN channel, blocklength       ,perfect CSI, MRC 
•  Assume always scheduling with fixed rate 
•  Direct transmission: 

 
  

•  Relaying: 
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è 

è 

Trade-off: Slot length vs. channel gain 



AWGN Channel 
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Y. Hu, J. Gross and A. Schmeink, “On the Capacity of Relaying with Finite Blocklength”, 
IEEE Transactions on Vehicular Technology, vol. 65, no. 3, pp. 1790-1794, Mar. 2016. 

Max. throughput 
 SNRs: 8dB,15dB,15dB 



Block Fading Channel 

Max. throughput, IID Rayleigh channel, av. 
SNRs: 6dB,14dB,14dB 

Y. Hu, A. Schmeink and J. Gross, “Blocklength-limited performance of relaying under quasi-static Rayleigh 
channels”, IEEE Transactions on Wireless Communication, vol. 15, no. 7, pp. 4548 - 4558, July. 2016. 
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Multi-Terminal Setting 

•  So far: Relaying beneficial for low latency scenarios  
•  FBL loss due to shorter slots overcompensated by better SNR 

  

Local Radio Coordinator (BS) 

How does this affect multi-terminal scenarios? 
Coordinated Industrial Communication, joint project with Ericsson – www.koi-projekt.de 
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•  Single cell TDMA system, N transmitters, Rayleigh fading 

Multi-terminal System Model 

Cooperation via all terminals 
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System Analysis 

•  Scheduler selects most efficient path (direct or via relay) 
•  Consider IBL & FBL regime 
•  Metric: Packet error probability  

1. Frame length is not sufficient (IBL & FBL) 

2. FBL case: Packet error due to noise, ie. εFBL

è Analysis by convolution of PDFs 

Y. Hu, M. Serror, K. Wehrle, and J. Gross “Finite blocklength performance of multi-terminal wireless 
industrial networks”, IEEE Transactions on Vehicular Technology, accepted for publication 
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Numerical Analysis – Increasing Load  

10 dB av. SNR, 1 ms frame length, 20 MHz 
bandwidth, perfect CSI at BS 
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Fig. 7. PER when varying the packet size D for BEST-ANTENNA and BEST-
RELAY.

and IBL. More specifically, we investigate the PER of BEST-
ANTENNA and BEST-RELAY while varying packet sizes, SNR,
number of terminals, and CSI acquisition overhead based on
the parametrization of Table I.

1) Packet Size: We begin with the packet size D, which
we vary between 2

8 bit and 2

14 bit. The results for BEST-
ANTENNA and BEST-RELAY are depicted in Fig. 7 (a) and
Fig. 7 (b), respectively. In general, a higher number of antennas
or relays decreases the PER due to an increasing cooperative
diversity. In addition, when approaching D = 2

12

bit, the PER
rapidly increases for both regimes as the available transmis-
sion symbols do not suffice to reliably transmit such large
packets. More interestingly, for smaller packet sizes (below
2

10

bit), we observe a significant performance gap between
the FBL and the IBL regime. This is due to the error model
differences. In the IBL regime, the error is purely caused by
scheduling. In the FBL regime, however, both the decoding
and the scheduling error contribute to the PER

FBL

. For small
packets, the decoding error probability becomes dominant in
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Fig. 8. The achievable PER at the optimal choice of target error probability
while varying the number of terminals N for BEST-RELAY.

comparison to the scheduling error probability and essentially
limits the performance. Hence, the system performance can not
be arbitrarily scaled by choosing for example smaller packet
sizes, which is possible for certain industrial applications.
Here, an analysis performed purely on the IBL regime would
be misleading. Finally, comparing the two systems we observe
that BEST-ANTENNA clearly outperforms BEST-RELAY, when
the number of antennas corresponds to the number of relays.
This is due to a smaller overhead in case of BEST-ANTENNA
as well as the performance advantage achieved through an-
tenna switching at the base station, which was assumed with
BEST-ANTENNA.

2) Scalability: An important question is how the perfor-
mance of a cooperative system behaves with an increasing
number of terminals, when considering the overhead of col-
lecting CSI and the effects of finite blocklengths. We address
this issue in Fig. 8, where we only focus on BEST-RELAY
(cf. Sec. V-A). If the number of potential relay partners is
limited, we observe that each additional terminal increases
the achievable/minimal PER (at the optimal choice of target
error probability), since the transmission resources are limited.
However, if the relaying is unrestricted (we refer to this case
as Max Relay) a significant performance improvement can be
observed with each additional terminal as the diversity degree
of the system increases. This interesting PER behavior is
particularly visible under the IBL regime. However, the results
under the FBL regime indicate that this behavior is not entirely
accurate, especially for a higher number of terminals in the
system. Although each terminal increases the diversity degree,
the statistical effects of the reduced transmission symbols per
terminal in combination with an increasing overhead lead to
an optimal point where the reliability afterwards drastically
drops. This optimal point is reached with a smaller number of
terminals than the results under the IBL regime suggest.

3) Overhead for Acquiring CSI: Finally, we further inves-
tigate the achievable PER (at the optimal choice of the target
error probability) of BEST-RELAY when using all available
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Fig. 11. PER depending on ✏⇤ in the considered topology compared to the
homogeneous links topology.
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Fig. 12. The achievable PER (at the optimal choice of target error probability)
of the considered industrial automation scenario.

the real deployment has on average a more central location
in comparison to the potential relays and therefore BEST-
ANTENNA significantly outperforms BEST-RELAY. Secondly,
we evaluate the reliability for different N , i. e., we start with
one production row (N = 5), then we add another one
(N = 10) and so on. The respective results are depicted
in Fig. 12. In both system variants, the reliability increases
with the number of antennas or relays. For BEST-ANTENNA,
however, we need a high degree of diversity, i. e., at least four
antennas, to achieve a PER of 10

�9, since the direct links are
in general stronger than the links to the AP, although the AP is
positioned centrally. For BEST-RELAY, in turn, it is worth to
apply the “Max Relay” case, at least until roughly 15 terminals.
For larger topologies, the number of relays should be limited
to avoid performance losses due to a large CSI overhead. In
general, these results thus confirm our previous findings.

In addition, we also evaluated the performance of this
industrial automation network while varying the number of
hops of the cooperative communication. The results, which

are not shown here, are qualitatively similar to the ones in
Fig. 2 (homogeneous case), where the major performance im-
provement results from considering only 2-hop transmissions
in addition to direct transmissions. Summarizing, all these
results show that URLLC in industrial use cases is feasible
through cooperative systems, despite the incurred overhead for
CSI acquisition.

E. Extension to Rician Fading Channels

The study in previous sections under the assumption of
Rayleigh fading can also be extended to the Rician fading
model. The PDF of the channel fading gain of a Rician
fading is given by f

Z

(z, K) = (K + 1)e

�K�(K+1)z ·
I

0

⇣

2

p

K(K + 1)z

⌘

, where K is the Rician factor and I

k

(·)
is the k

th-order modified Bessel function of the first kind.
Then, the corresponding average PER performance can be
obtained based on the model in the previous sections, i. e.,
by substituting f

Z

(z) by f

Z

(z, K) in (20) and (21). In
comparison to the Rayleigh fading model, a Rician fading
channel with a line of sight (LOS) path possibly introduces a
better channel quality. Hence, the expected blocklength cost
(for transmitting a packet satisfying a target error probability)
is decreased and the scheduling error probability and the
average PER is reduced. In particular, if the fading processes
of all links are also assumed to be i.i.d. (homogeneous
scenario), the PDF of the expected blocklength cost is the
same for all links. Therefore, in comparison to the model in
the previous sections, the Rician fading introduces an equal
influence on the blocklength cost for transmissions to all
terminals. In particular, the impact of target error probability
on the scheduling error and the average PER does not change.
In the following, we provide numerical findings that support
the above line of argumentation by providing a numerical
investigation on the PER under a Rician fading scenario with
heterogeneous links, i. e., considering the topology provided in
Fig. 10. The results are shown in Fig. 13. From the figure, we
observe that the PER under a Rician fading scenario is convex

10-20 10-15 10-10 10-5 100

Target error probability 

10-10

10-8

10-6

10-4

10-2

PE
R

2 Antenna K=0
2 Antenna K=1
2 Antenna K=2
2 Antenna K=3
2 Antenna K=4
2 Antenna K=5

2 Relay K=0
2 Relay K=1
2 Relay K=2
2 Relay K=3
2 Relay K=4
2 Relay K=5

Fig. 13. PER depending on ✏⇤ under a Rician fading model for the topology
provided in Fig. 10.

Synthetic Benchmark Scenario Modeled Industrial Deployment 



Outline 
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•  Theoretical Perspective: FBL Analysis of Cooperation 
•  Practical Perspective: EchoRing Protocol 
•  Discussion and Outlook 
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From Theory to Practice 

•  Cooperation boosts reliability especially for low latencies 

•  Can this result per confirmed in practice? 

•  Main challenges: 
•  Design of efficient protocol  
•  Extremely reliable implementation 

23 



Efficient Protocol: EchoRing 

 
•  Guarantee medium access 
•  Distributed cooperative system 

Token-passing 
protocol EchoRing  

Distinct features: 
•  Fast exchange of CSI 
•  Cooperative ARQ  
•  Fault-tolerant link layer 
•  Reliability prediction 

Related Work: Wireless token-passing does not work! 
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EchoRing – Cooperative ARQ 

•  Piggyback channel state 
information (CSI) with token 

•  Full CSI matrix at all stations 
after one rotation 

•  Dynamic relay selection 
primitive = “Echo” 
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EchoRing – Fault-tolerant Link Layer 

•  Token-passing protocols 
susceptible to channel errors 

•  Introduce Recovery state, 
observe further operation: 
•  Recover to Idle under certain 

conditions (link error types) 
•  Go Offline only if node appears 

to be permanently down 

27 



Prototyping Environment 

 
FPGA-based WARP board 
•  2 integrated radios 
•  2 & 5 GHz carrier 
•  .11g compliant stack 

•  Programming: 
•  PHY in Xilinx System Generator 
•  Link layer in C 
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Experimental Evaluation - Settings 

Scenario: 
•  5 stations 
•  Indoor, low mobility 
•  5 GHz band, no interference 
•  100 Byte packet size 
•  ~108 transmitted packets 
 
Schemes: 

•  Basic ring 
•  CSMA  
•  Recovery ring 
•  EchoRing 

 
 

 ~10 x 20 meters 
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Experimental Evaluation I 

Payload PER for Increasing Number of Stations 

C. Dombrowski, J. Gross, “EchoRing: A Low-Latency, Reliable Token-Passing MAC 
Protocol for Wireless Industrial Networks”, European Wireless, 2015  
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Experimental Evaluation II 

Close-up latency behavior 
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Recent Sub 1 ms Results - Approach 
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Recent Sub 1 ms Results - Results 
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M. Serror, J. Gross et al. “Practical Evaluation of Cooperative Communication for Ultra-
Reliability and Low Latency”, IEEE WoWMoM, 2018  



Conclusions 

How to build a critical MTC system? 
•  FBL analysis principle tool for system design 
•  Relaying/cooperation are promising candidates 
•  Rigorous development process required! 
•  Practical experiments validate theoretical analysis 
•  Not mentioned: Model vs. experimental performance 

Interesting other areas: 
•  Interference 
•  Security for low-latency wireless networks 
•  Co-design of control loop and communication system 

34 


